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A Quick Elevator Pitch
On Secure Cloud Computing ...

Thanks to Glenn Dasmalchi, James Urquhart, Don Banks, Bob Marcus,
Henry J. Siekiewicz(DISAPgrDi r ect or ) , €
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Security in Cloud
1. Landscape
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Data Center Evolution Path
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Cloud Definition
Through the Lens Of NIST

http://www.csrc.nist.qgov/groups/SNS/cloud-computing/index.html
V15, Aug 21,2009
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Technologies You Can't Afford to Ignore

Top 10 Strategic Technology Top 10 Strategic Technology
Areas for 2009 Areas for 2010

. Virtualization jp 1. Cloud Computing

. Business Intelligence ......... {,2. Advanced Analytics
. Cloud Computing ™ 3. Client Computing

. Green IT it 4. 1T for Green

. Unified Communications ..... * 5. Reshaping the Data Center
. Social Software and Social \ll+6. Social Computing
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. Flash Memory

7. Web-Oriented Architecture ..

. Enterprise Mashups ........... 1 . Virtualization for Availability
- Specialized Systems .......... 10.Mobile Applications
10.Servers — Beyond Blades ..

Bl Modified for 2010 [l New for 2010 [l Cropped for 2010 Gartner,



Clouds & Feds

AUS Cloud Investment
o~ $26.1 B 2010-2015
o~ $7B by 2015

A A fundamental reexamination of federal infrastructure

AlLeaders
o0 GSA
o DISA



Phased Approach for Delivering Cloud Computing [cb5

Target Apps

Target Available

Cloud Delivery
Models

Procurement

Security

Phase 1

Light-weight collaboration &
productivity tools and basic
infrastructure / platform

Aug - Oct 2009

Commercially Available
Public Clouds

Advantage, BPA

Low-Impact FISMA Security

Rich productivity tools,
enhanced platform capabilities

Nov 2009 — Feb 2010

Public and Outsourced
Private Clouds

Smart-Buy, BPA, Directed RFP

Low and Medium Impact
FISMA Security

Phase 3

Enterprise Applications in the
cloud and integration services

Mar — Jun 2010

Private and Hybrid Clouds

Smart-Buy, BPA, Directed RFP

Low , Medium and High Impact
FISMA Securi

Software
as a Service
(SaaS)

TARGET AVAIL: Aug 2009

TARGET AVAIL: Nov 2009

TARGET AVAIL: Jun 2010

Platform
as a Service
(Paas)

TARGET AVAIL: Sep 2009

TARGET AVAIL: Jan 2010

TARGET AVAIL: Apr 2010

Infrastructure
as a Service
(laaS)

TARGET AVAIL: Sep 2009

TARGET AVAIL: Feb 2010

TARGET AVAIL: Mar 2010

U.S. Government Cloud Storefront




(Governance Strucour

qh

CIO Council

Strategic Objective Definition
Overall Guidance
Adjudication

Cloud Computing Executive Steering Committee (ESC)

Strategic Direction
*  Prionty Setting

* Issue Resolution
Approval

PMO (GSA)

* Dayto Day Management of the
Federal Cloud Computing
Initiative

* Development of required
deliverables;

* Provide Technical Guidance and

Subject Matter Expertise

Cloud Computing Advisory Council (AC)

* Provide Collaborative Federal Agency Input & Feedback for Cloud Computing
Initiatives/Deliverables;

*  Support the PMO and Cloud Computing Sub-Committee with Federal Subject
Matter Expertise

*  Approve Cloud Computing deliverables for submission to the Cloud Computing
ESC;

* (Cross Functional Collaboration;

GSA



DISA Computing Environment

A 4,000,000+ users

A 13 facilities

A 445,000 sq ft raised floor
'l" "“ 'l'W l| ‘ t"‘ I "! A 34 mainframes
E i | A 6,100 servers

A 3,800 terabytes of storage

A 2,800 application / database
instances

A 215 software vendors

Defense Enterprise Computing Centers (DECC)



Virtualization

AWh y ? Many benefitsé

AConsolidation i Reduces footprint

ADeployment i Eases provisioning of new workloads

AAgility i Increases support for changing workload demands and simple failover
situations

AProtection - Lowers barriers to disaster recovery

ASavings i Fewer machines means fewer administrators, less power, floor space, and
cooling

AUtilization - Enables multiple systems to run on high-performance hardware
APrice i Reduces the cost of service delivery and lowers the total cost of ownership
ACurrent utilization is 15% - 20%, climbs to > 60% through virtualization

A Server virtualization standard environments
Awindows/Linux i VMware
ASolaris 10 Containers
AHP-UX virtual server environment



DISA Cloud Services
Portfolio

Data-as-a-Service

Forge.mil
Y T4
Software-as-a-Service > fForge

Software Development

Platform/Infrastructure-as-a-Service

Compute/Store Content Dellvery

12



RACE xThe Solution

Increased Speed
24 hour provisioning
Online self service

Credit card acquisition

Reduced Risk
No capital $ needed
DECC Infrastructure

Develop under DoD IA
standards

Increased Scalability
Increase capacity ~ 24 hours

37XUQ 2Q 7XUQ 2I1I°

Capacity on demand

Reduced Cost
Pay only for what you need
Month-to-month service

No annual maintenance fees



